OMARDEEN SCHOOL OF ACCOUNTANCY LTD

Information Technology Responsible Use Policy

This policy applies to any user of OSAL’S IT resources. This includes any computer and information system or resource, including means of access, networks, and the data residing thereon. Administrators of resources may enact additional policies specific to those resources provided they do not conflict with the provisions of this and other official policies and laws. Users are subject to both the provisions of this policy and any policies specific to the individual systems they use.
Purpose
The principal concern of this responsible use policy is the effective and efficient use of information technology resources. The primary focus is to ensure that resources are used in a manner that does not impair or impede the use of these resources by others. This policy is intended to ensure 
1. the integrity, reliability, and good performance of schools resources; 

2. that the resource-user community operates according to established policies and applicable laws; 

3. that these resources are used for their intended purposes; and 

4. that appropriate measures are in place to assure the policy is honored. 

Users of information technology resources are expected to uphold the highest academic standards in accordance with the Code of Conduct and other School policies and practices. 

Policy Provisions
This section is not intended to provide a full accounting of applicable laws and policies. Rather, it is intended to highlight major areas of concern with respect to responsible use of OSAL resources and specific issues required by law. 
Authorized Use / Access 
Access to School information technology resources is a privilege granted to faculty, staff and students in support of their studies, instruction, and duties. It is a criminal offence to obtain unauthorized access to any computer (including workstation and PC’s) or to modify its contents.
Data Security, Confidentiality and Privacy
Electronic mail and computer files are considered private to the fullest extent permitted by law. However, in the event of a sanctioned School investigation for alleged misconduct, e-mail or files may be locked or copied to prevent destruction and loss of information. Users may employ methods to increase the privacy of their files, provided they do not violate any provision of this policy or degrade system/network performance
Network and System Integrity
Activities and behaviors that threaten the integrity of computer networks or systems are prohibited on both School-owned and privately-owned equipment operated on or through School resources. These activities and behaviors include but are not limited to:
· Interference with or disruption of computer systems and networks and related services, including but not limited to the propagation of computer "worms," "viruses" and "Trojan Horses" 

· Intentionally or carelessly performing an act that places an excessive load on a computer or network to the extent that other users may be denied service or the use of electronic networks or information systems may be disrupted 

· Altering or attempting to alter files or systems without authorization 

· Unauthorized scanning of ports, computers and networks 

· Unauthorized attempts to circumvent data protection schemes or uncover security vulnerabilities 

· Connecting unauthorized equipment to the school network or computers. Unauthorized network communication devices or any networked device that may negatively impact management, reliability or integrity of the school network or other school resource may be disconnected from the network. 

· Attempting to alter any School computing or network components without authorization or beyond one's level of authorization, including but not limited to bridges, routers, hubs, wiring, and connections. 

· Using campus resources to gain unauthorized access to any computer system and/or using someone else's computer without their permission 

Commercial Use
Use of the Schools information technology resources is strictly prohibited for unauthorized commercial activities, personal gain, and private, or otherwise unrelated to the school, business or fundraising. This includes soliciting, promoting, selling, marketing or advertising products or services.

Copyright and Fair Use

Copyright law applies to all forms of information. Infringements of copyright laws include, but are not limited to, making unauthorized copies of any copyrighted material (including software, text, images, audio, and video), and displaying or distributing copyrighted materials over computer networks without the author's permission except as provided in limited form by copyright fair use restrictions. The "fair use" provision of the copyright law allows for limited reproduction and distribution of published works without permission for such purposes as criticism, news reporting, teaching (including multiple copies for classroom use), scholarship, or research. 
Installing Software
Installation of any software is prohibited on School computers. 
Virus Scan 
Always check floppy disks, flash drives, compact discs (CD) and digital visual disks (DVD) for viruses before loading on computers. 

Equipment Usage

Operate all equipment using proper handling techniques. Do not re-arrange, unplug or turn off equipment without authorization. 

Games
The IT resources are available for academic purposes only, thus playing of games, internet chatting and viewing of pornographic and other obscene material are all prohibited on School computers.
Food and Drink are prohibited into the computer room and other designated areas where IS resources are used or stored. 

Precautionary and Disciplinary Measures

Deliberate and serious breach of the policy statement in this section will lead to disciplinary measures which may include the offender being denied access to all computer facilities at OSAL or possible dismissal. 
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